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Handling virus/spyware
Guide
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1. Introduction

This document describes how to deal with viruses and spyware issues
e Viruses:
A malicious code that affects the way your computer works. There are many types of virus
like file infectors, boot sector, macro viruses, etc. For up to date information on the various
common viruses, some useful websites that you can refer to include:
http://securityresponse.symantec.com/
http://www.trendmicro.com/en/home/us/enterprise.htm

e Spyware:
Spyware are files that capture information like the sites you visited, what purchases you made,
and Adware sends "pop-up" advertisements on your browsers. Their presence slow down
your PC and may even cause your normal programs to crash. Other malicious spywares even
record your credit card numbers and other details, hence the name “Spyware” — the program
perform spying on your activities. For more information, refer to:
http://www.spywareremoversreview.com/

2. Handling Viruses

Some tips to prevent and reduce the impact of viruses:

Install antivirus software on your notebook/pc

Ensure you update the latest virus signatures regularly

Scan your notebook/pc at scheduled intervals

Backup your important files regularly and save them on external media like zip drive, external
harddisk, etc. This will ensure you can recover them just in case your computer’s harddisk is
infected and needs to be reformatted.

e Never accept/download/open files from unknown senders/websites

You can use the NUS network standard antivirus software Trend Micro Office Scan to scan for viruses.
Trend Micro Office Scan program can be downloaded from NUS Webshopping.

Some Antivirus vendors like Mcafee and Trendmicro also offer downloadable antivirus scanning tools.
For instance, you can use Trendmicro’s - Housecall tool.

Step 1 Goto http://housecall.trendmicro.com/housecall/start _corp.asp

Step 2 Click Yes to accept the housecall file download.

Security Warning A > |

Do pou want bo install and ran

“hitkp: AAa240 g akamai et A FABA0/52 7 2004061 0071 Ahous
ecall. trendmicro. comshousecall/wscanS3. cab'’ signed on
FA24,.2004 5:22 Phd and distributed bu:

Trend kicro, lnc.

Publizsher authenticity werified by “WWeriSign Class 2 Cods
Signing 2001 T

Caution: Trend Micro, Inc. asserts that this content is safe.
ouw should anly installAvievs this content if pou trast Trend
Plicro, Inc. to make that assertion.

=

[] Alkwavs trust content from Trend Ficro. Inc.

| res ] E o ] [ Moreinia |

Step 3 Select the files you want to scan and click SCAN.
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ro - Free online virus Scan - Scan Now - Microsoft Internet Explorer.
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Strategy @29 Documents and Settings i
5 1386 I~ Auto Clean
) BMsHare
5 BMTOOLS
e cons
15 notes
I Program Files
iy sdwark
e surrorT
[ iy swed
L remp
15 YALUEADD
e weemeng

)5 WINDOWS

H;
[
1}
E
2
E]
i

®

How to use Housecall:

1. If this is your first time using HouseCall, expect to

2 / © et

Step 4 Housecall will scan and perform a clean operation on the virus found. You can select
autoclean to clean the virus automatically

Takese our Wirus Knowledge Quiz while HouseCall scans your conpube-

1. Vivho was the Melissa virus named after ¥
ay The wirus writer's father

by ATermale stripper frormm Miarmmi

chrliti=s the Greek word for "hamster”

Zcanned Scan Completed!
Total SEcanned : 2503 Infected Files: 0O

s =can Result Fil= |

For enterprise-wide wirus protection, wisit it vy ey trenclmicroacorm
Copyright (C200Z Trend kicro Inc. Trend icro HouseCsll »S 700 Close
Engine: 7.000-1 004 Pattern:2.51 3 .00

Alternatively, you can also use McAfee’s Stinger

Step 1 Goto http://vil.nai.com/vil/stinger/ and click download

s osoft Internet Explorer
File Edit. Wiew Favorites Tools Help '!f'

O~-O H@E

) /f7 search 57 Favartes @A Media &) 2 - :; = - S

~| Go  Links >
Search =2 ~

United States

- Products

McAfee AVERT Stinger

- Services
= Support

Stinger is a stand-alone utility used to detsct and rermove specific viruses. It is not 2

» Security HQ substitute for full anti-virus protection, but rather a tool to assist administrators and users

- “irus Information Library. when dealing with an infected system. Stinger utilizes next generation scan engine
- Sl e technalogy, including process scanning, digitally signed DAT files, and scan perfarmance

- Newly Discovered Threats optimizations

- Recertly Updsted Threats

- Hosxes How do | use Stinger?
- Galendar
_ White Papers 1 Download Stinger.exe v2 4.6 [353,040 bytes] (12/14/2004)

o or Download ePOStg245 Zip EPO deployable version (for EPO administrators)

- Submit & Sample
Instructions for EFO 2.6 and EFO 3. are available

- AVERT vWeblmmune

e el This version of Stinger includes detaction for all known variants, as of December 14th,
- AVERT Risk Assessmert 004:
\ERT Ressarch Certer
BackDoor-4aJ BackDoor-CEE BackDoor-CFB
BackDoor-JZ Bat/Mumu worm Exploit-DeomRpc
Exploit LEASS IPCScan IRC/Flood.ap
IRC/Flood. bi IRC/Flood.cd NTServiceloader
PYWS-Narod PYWS-Sincom.dll WYI2/Anig. warm
W32/Bagle@MM Wa2/Blaster.worm (Lovean) W32/Bugbean@Mh
W32/Deborm.worm. gen W32/Doomjuice.worm W32fDurnaru
V32fElkern. cav W32/Fizzer.gen@MM W32fFunLove L

& Internet

Step 2 Click Save and to download the file to your harddisk, etc.
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Eile Dowwnload |"$_<|

<>

Some files can harm vour computer. |F the file information belowvs
looks suzpiciowus. or pou do nat fully trast the zource, do not open or
savwe this file.

Filz name: stinger.exe

Fil= tppe: applicacion

From: dowenload. nai.com

& Thi= tppe of File could harm pour computer if it contains
malicious code.

“woould pou like o open the file or =awe it to pour computer’?

[ Open ] | Save I [ Cancel ] [ bare Infao ]

Step 3

Click Save and to download the file to your harddisk, etc.

Step 4

= Stinger
File aAbouk

- el = @
Scan Mowe Sktop Preferences Lisk Wiruses

Directories to scan:

(=11

Add [

Browse
Remove

bt AWERT Stinger “Yerzion 2.4 .6 built on Dec 14 2004
Copyright [C] 2004 Hebworks Azzociates Technology, Inc. All Rights Reserved.

irus data file w1000 created on Dec 14 2004,
Fieady to =can for 47 wiruses, rojans and wariants.

Ready.

Step 5

Click SCAN now to start scanning.

Stinger will scan and do auto repair if a virus is found.

3. Handling Spyware

Click Open once the download is complete. You will see the stinger tool below:

Some utilities that can remove spyware like Ad-Aware or Spybot. They are available from
http://www.download.com/. You can use either Ad-Aware or Spybot.

The following describes how to use Ad-Aware (after you have downloaded it)

Step 1 Click SCAN now

“* Ad-Aware SE Personal

Performing System Scan )
[ Scan now Current Operation
——
| Scanning local memaory Objects Scanned: 1524 |
Gy Ad-vatch j
e CoaINDOWVWEAS y stermn32ntel AES. dI
Addd-ons Summary
? Running Processes 0 Processes ldentified
@) Help 9 1159 Process hModules 0 Modules Identified
0 Registry Keys ldentified
0 Objects Recognized 0 Registry “alues |dentified
0 Ohjects Ignored 0 Files Identified
0 New Critical Objects 0 Folders ldentified
Mowy scanning, click "Cancel" to stop x Cancel J

Ad-Ayvare SE Personal, Build 1.05

Spyware & Viruses Guide

Page 4 of 7


http://www.download.com/

Step 2 Ad-aware will list down the list of suspected spyware entries. Select all spyware entries

and click NEXT to quarantine and delete the spyware.

“* Ad-Aware SE Personal

D) Status ) | Scanning Results )
[ Scan now J A)Sean Summary | 3 Critical Objects 4 Scan Log
Oibj. “endor Type Category Ohject o,
@ A c-vistch I:l Al Regalue Drata Miner HHEY_USERS: DEFALLT ... ...
I:l Alexa Fegv'alue Drata Miner HHEY_USERS:5-1-3-18s0f ... "
I:l Tracking ... IECache ... Drsta Miner Cookie:coecwmiE@doublecl. . Hit...
By -
Sodons J I:l &J Tracking ... IECache ... Data Miner CookiercoecywmiEimesworid. Hit...
I:l &J Tracking ... IECache ... Drata Miner Cookieiccecwmi@statse we . Hit...
&) Help | &j Tracking ... [ECache ... Data Miner Cookie:coecwmi@atdmt.com/ Hit...
I:I &J Tracking ... IECache ... Data Miner Cookiercocecwmigmediaple. . Hit...
I:l &J Tracking ... IECache ... Drata Miner CHiDocuments and Settings...
848 Ohjects f.j Ciuarantine j 2 Showy Logfile J | Mext j
Ad-Svvare SE Personal, Build 1.05

Step 3

“* Ad-Aware SE Personal

Click Next to quarantine the suspected spyware entries

Ad-Aware SE Status

Initialization Status

[E Scan now )
& Definitions file SETR23 16.12.2004 Loaded Details |
L R J Usage Statistics Reset
Ad-Vyatch status Not available
(53 2odcns J Last system scan 12-23-2004 3:21:21 P
Objects removed total 5
) Help Total Ad-Aware scans 1
—eef Ohbjects in ignore list u] Cipen ignore list
Objects gquarantined 5 Open guarantine list

Status ok Ad-Aware SE initialized

Check for updates now

Ready

b Start J

Ad-Ayvare SE Personal, Build 1 .05

Step 4 Click open quarantine list to see the suspected spyware entries, click delete to remove

the entries

“* Ad-Aware SE Personal

=) Status ) Quarantined Objects )
g S canlne Filzname Size Creation Date Dhjects Total
_— j auto-guarantine- 2004 .. 1 kb 12-23-2004 =
W Ad-vvstch )
Add-ons
g) Help J
Right-click an item for more options, Doubleclick to show guarantine-log . |
1 Ohjects [  temLog J > Delate J 2 Restore J
Ad-Ayvare SE Personal, Build 1 .05
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4. FAQ (Frequently Asked Question)

Q1: What platform is Ad-Aware compatible with?

Ans: Ad-Aware is compatible with Windows® 98, 2000, NT 4.0, XP and ME.

Q2: Can | install two or more antivirus program in my system?

Ans: Preferably not. Running two or more antivirus program concurrently will slow down your

system and might cause it to be unstable.

Q3: | am using the standard NUS Trendmicro Officescan. How do | keep it updated?
Ans:
Step 1 Right click on the Trendmicro Officescan icon and select Update Now!

CfficeScan Main

Enable Roaming Mode

Ilpdate Mow!
Enable Scheduled Update

Unload OfficeScan

Step 2 Click Update NOW to update your Trendmicro antivirus.

Update Mow Settings

Pro=y server
[~ Use a proxy server

Address:

I
Port: Ign—
Uzer name: I
Password: I
Update Now...l Cancel I
Step 3 Download will now occur

Update Mow Progress

Current action: Downloading sektings. ..
Zonnection skatus:
TransFer rake:

Time remaining:

Cancel
Step 4 Once complete, you will get update successful message
OfficeScan Client
L Update Mow has been successfully completed.
Q4: Which is the best antivirus program?
Ans: Each antivirus program has its strength and weakness. What is more important is to

ensure your antivirus program is regularly updated with the latest virus signature. Only
then can it be useful and be able to detect/clean the latest viruses.
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Q5:

Ans:

Q6:

Ans:

Q7.

Ans:

Most antivirus websites recommend updating the windows operating system with any
latest patches, etc.

Viruses are increasingly making use of security loopholes in Windows to break in and
disrupt normal operations, so it is important to check out for latest security and operating
system patches and determine whether you need to patch your system accordingly. Refer
to www.microsoft.com for more information

A virus was detected but it can’t be cleaned, what should | do?

You might want to try to restart your PC/Notebook in Safe mode (Safe mode with
networking if you are connecting to the internet) and run the antivirus program to try to
clean the virus again.

Note: To go to Safe mode, press function key F8 (on your keyboard) as soon as the
Starting Windows screen is displayed.

| am still having virus/spyware problems, where can | get help?
Check out the website: http://www.nusnet.nus.edu.sg/antivirus/

For further support, please email NUS IT Care at ITCare@nus.edu.sg.
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